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Background: web fingerprinting

Script to collect data

A script inserted in a website HTLM code
allows to collect dozens of attributes from
the device:

- Browser version, OS, device

- Fonts, screen size, installed add-ons

- Graphic and Sound card parameters

- etc
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Background: web fingerprinting

Script to collect data

Fingerprint = hash(attribute1+attribute2+…+attributeN)
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Background: web fingerprinting

Script to collect data

Fingerprint = hash(attribute1+attribute2+…+attributeN)

If a sufficient number of parameters with enough
discrimination power are collected the fingerprint

might be unique in a large pool of devices (100Ks, 1Ms)
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Background: web fingerprinting

Script to collect data

Used for different purposes:

- Tracking of users

- Retargeting

- etc
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Background: web fingerprinting

Script to collect data

It represents a serious privacy thread:

- Users tracked without consent

- Creation of unique identifiers

- No compliant with the GDPR
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Background: web fingerprinting

Script to collect data

It represents a serious privacy thread:

- Users tracked without consent

- Creation of unique identifiers

- No compliant with the GDPR

Although there are some legit uses:

- Avoid credential thefts

- Fraud identification
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Ad-fingerprinting: Concept

JS code embeeded in an ad

The code to collect attributes is embeeded within an ad



10

Ad-fingerprinting: Concept

JS code embeeded in an ad

It presents some limitations compared to web 
fingerprinting due to security policies, e.g., Cross 
Domain Policy
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Ad-fingerprinting: Concept

JS code embeeded in an ad

Complementary uses to web fingerprinting of high
value for advertisers: 

ATTRIBUTION MODELS 

(especially once cookies are fully deprecated)
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Research questions

1. Is ad fingerprinting viable?

2. How vulnerable are current devices to ad fingerprinting? 

3. Is it possible to counter ad fingerprinting with easily

adoptable solutions? 
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adF system
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adF system
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adF system
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adF system

unique

Fingerprint

Not unique

fingerprint



Experiments: adF in real ad campaigns
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Datasets

RAW DATASET

Browsers: 1.76M fingeprint samples

Mobile apps: 870K fingeprint samples

We remove samples:

- Has not an associated advertising id

- Its fingeprint appears just once

FINGERPRINT DATASET

Browsers: 70k fingeprint samples

Mobile apps: 19,2K fingeprint samples



FIELD NAME DEFINITION

DEVICE FINGERPRINT Device’s fingerprint obtained from the Fingerpint Constructor

DEVICE ADVERTISING ID Device’s advertising id obtained from the DSP

TYPE OF DEVICE Mobile or Desktop

DEVICE OS Operating System of the device

DEVICE BROWSER Browser used by the device

(*) This field does not apply in the case of mobile apps’ samples

ATTRIBUTES List of attributes collected by Data Collector (65 desktop devices , 34 mobile devices) 

GROUND TRUTH UNIQUENESS Binary variable indicating if the Advertising ID is unique in our dataset. It provides ground-truth

information regarding the uniqueness of the device

MESURABLE UNIQUENESS Binary variable indicating if the adF system identifies the fingerprint as unique or not. This variable 

reports the result of the model used by the Fingeprint Classifier.

(*)The classifier is trained using the ground truth uniqueness variable

Fingerprint dataset



Vulnerability Metrics

THEORETICAL VULNERABILITY MEASURABLE VULNERABILITY

𝑁𝑓 : represents the total number of fingerprints

𝑁tf : represents the total number of fingerprints with ground-truth uniqueness equal to 1 

𝑁mf : represents the total number of fingerprints with measurable uniqueness equal to 1

We also measure the accuracy of the adF system, 



Vulnerability of devices to ad fingeprinting

(*) we only consider device configurations with at least 400 samples in our dataset



Vulnerability of devices to ad fingeprinting

If we extrapolate these results to the current market

share of the considered device configurations, we

conclude that:

1. At least 70% of desktop devices are vulnerable to

ad fingerprinting

2. At least 48% of mobile devices are vulnerable 

through mobile apps, just 20% through mobile

browsers



Reasons behind vulnerability
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Countering ad fingerprinting

Current browsers already implement solutions to fight

fingerprinting, which basically consist in stopping the

reporting of certain attributes



Countering ad fingerprinting: our proposal

Block the reporting of attributes which:

1. Present high discrimination power (|S| > 25, |Hn| > 0,1)

12 attributes

2. Won’t affect the user experience



Countering ad fingerprinting: our proposal

Block the reporting of attributes which:

1. Present high discrimination power (|S| > 25, |Hn| > 0,1)

12 attributes

2. Won’t affect the user experience

Why?:

1. It improves state-of-the-art (informed decision)

2. It is easily adoptable by browsers and mobile apps developers



Countering ad fingerprinting: our proposal

(*) In bold the attributes we block



Countering ad fingerprinting: results



Countering ad fingerprinting: results
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Conclusions

1. Is ad fingerprinting viable?

YES
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Conclusions

2. How vulnerable are current devices to ad fingerprinting? 

70% of desktop devices are vulnerable

50% of mobile devices are vulnerable
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Conclusions

3. Is it possible to counter ad fingerprinting with easily

adoptable solutions ? 

YES

a simple informed selection of attributes to be blocked

reduces the vulnerability up to 72% 
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